ITSC

CMMC Assessment Guide

A simple readiness guide with basic CMMC practices, evidence examples, and
practical next steps for organizations preparing for cybersecurity maturity
discussions.

Identity & Access MFA, least privilege, privileged accounts, onboarding/offboarding, periodic access
reviews

Systems & Assets Asset inventory, endpoint protection, secure configurations, vulnerability management

Response & Recovery Incident response plan, escalation paths, backups, restore testing, tabletop exercises

Documentation Policies, diagrams, screenshots, reports, training records, vendor evidence

How to use this guide

This guide is a basic, plain-language starting point for organizations preparing for CMMC readiness
discussions. It is not a substitute for a formal assessment or legal/compliance advice; it is designed to help
leadership and IT teams understand common security practices, evidence expectations, and areas to
review first.

Core practice areas to review

« Identify systems, users, data, and vendors that support CUI or sensitive business operations.

* Confirm multi-factor authentication is used for email, remote access, administrator access, and cloud
platforms.

* Review access control: least privilege, user onboarding/offboarding, privileged accounts, and periodic
access reviews.

» Document vulnerability management, patching cadence, endpoint protection, and secure configuration
practices.

* Maintain secure backups and test recovery procedures.
¢ Review incident response roles, notification paths, tabletop exercises, and escalation steps.

« Collect policies, screenshots, exports, diagrams, ticket evidence, training records, and vendor
documentation.
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Evidence examples

Assessment conversations often come down to whether the organization can prove that a control exists, is
implemented consistently, and is reviewed over time. Evidence should be current, organized, and tied to
the control it supports.

e System security plan or security program overview.

* Network and cloud architecture diagrams.

e Access review exports and MFA configuration screenshots.

e Endpoint security, vulnerability scanning, and patching reports.

« Incident response plan and tabletop exercise records.

» Security awareness training records.

e Vendor risk documentation and contracts for critical providers.

Common gaps ITSC sees

« Security policies exist but are not implemented consistently.

* MFA is enabled for some users but not administrators, remote access, or legacy systems.
» Backups exist but restore testing is undocumented.

e Asset inventory does not match the actual environment.

« Incident response procedures are generic and have not been tested.

e Vendor access and third-party systems are not included in the assessment scope.

Recommended next step

Start with a focused readiness review that identifies scope, critical systems, sensitive data, current controls,
and documentation gaps. ITSC can help turn the findings into a prioritized remediation roadmap that
leadership can understand and fund.

To discuss an assessment or leadership briefing, schedule a 30-minute consultation at calendly.com/alex-itscnow/30min or email
alex@itscnow.com.
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